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Securing the software that secures the world

THE PROBLEM & THE STAKES

83% of enterprises reported a firmware 

attack in the last two years

Firmware powers OT/ICS, medical devices, automotive — long lifecycles, low 

patch rates, hardware-dependent testing.

Existing tools produce isolated outputs that don't compose into assurance evidence:

Disassembly dumps locked in tool-specific formats

SBOM fragments miss stripped components

Claims don't trace back to evidence

Requires Datalog/Ghidra/binary expertise

REAFFIRM — unified store + AI + agentic rehost

FIRMWARE & OT/ICS LANDSCAPE

3,300
industrial orgs hit by 
ransomware in 2025
119 ransomware groups, up 
from 80 in 2024

73%
of OT vulnerabilities sit 
deep in ICS networks
39% can cause loss of view AND 
control

26%
of ICS advisories ship with 
no patch or mitigation
25% of CVSS scores are wrong, 
usually understated

Recent ICS/OT attacks  ▸ Volt Typhoon (US grid pre-positioning)  ▸ FrostyGoop (600 buildings, 
Ukraine 2024)  ▸ ELECTRUM (Polish CHP, Dec 2025)

Source: Dragos 2026 OT/ICS Cybersecurity Year in Review

VS. EXISTING TOOLS

binwalk EMBA
Ghidra/

IDA
Syft + 
Grype

FirmAE HAL’r REAFFIRM

Unpack & file ID ● ● – – ◐ – ●
Disassembly + facts – ◐ manual – – – ● auto

SBOM + CVE matching – ● – ● – – ●
Rehosting / emulation – – – – ● ● ● agentic

Grounded AI w/ 
citations – – – – – – ●
Pipeline attestation – – – – – – ●

● full   ◐ partial   – none

EMBA covers static analysis. FirmAE/HALucinator cover rehosting. Syft+Grype cover SBOM/CVE.  
REAFFIRM extends and unifies them — and adds grounded AI + pipeline attestation no other tool 
provides.

WHAT REAFFIRM DELIVERS

Unified artifact store across all analyses — Datalog, 

SBOM, CVE, crypto, capabilities

Grounded AI summaries with 115 [#NN] citations linking 

every claim to evidence

Three AI agent modes — investigate, postmortem, triage 

— all grounded in the artifact store

Agentic rehosting — discover HAL functions → generate 

handlers → validate via QEMU → iterate

Pipeline attestation — every tool, version, and config 

recorded and queryable

CONCLUSION

Unified evidence model
Heterogeneous firmware analyses → one queryable artifact 
store with full pipeline attestation

AI grounded in evidence, not hallucination
Three agent modes + cited summaries + agentic rehosting — 
every claim links back to specific findings

Validated at fleet scale
164 binaries · 219 CVEs (DIR-815) · 956/993 firmware images 
(96.3%, WUSTL corpus)

FUTURE WORK

Automated 0-day discovery 

close the loop: rehost → fuzz → crash triage → CVE report

Extend hal_gen

extend validation and generation beyond progress loop 

Fleet-level assurance

correlate across firmware corpora for systemic risk

Continuous monitoring

live CVE feeds + artifact-store diff for patch verification

FLEET-SCALE VALIDATION

993
firmware images

25+
vendors

5,606
unique CVEs

96.3%
success rate (956/993)

WUSTL firmware corpus, ~6 h end-to-end · 25+ vendors across consumer & embedded device classes

KEY FINDINGS

HNAP command-injection shape
Classic pre-auth RCE in cgibin via system/execl/strcpy chain

Ancient vulnerable toolchain
glibc 2.0 (GHOST), hostapd 0.5.9 (KRACK), busybox 1.14.1

Near-zero defensive hardening
0% canaries, 0% FORTIFY, 8% NX, 2.5% RELRO

Cross-analysis corroboration
CVE-2018-1000517 flagged by both SBOM scan and interesting-functions ranking

Risk-prioritized targets
cgibin, busybox httpd, rt28xx_ap_ioctl ranked by capability × CVE × exposure

automated identification  —  agentic reasoning  —  validated rehosting  -- HCSS 2026 · AI as Enabler Track

D-LINK DIR-815 UI Top-Level View

Consumer router firmware, MIPS32 LE, 3.74 MB image, 164 binaries after unpacking. Selected because it exposes all four REAFFIRM evidence dimensions: Linux userland with vulnerable packages, custom HTTP daemon with network-facing capabilities, hardware-interacting drivers, and 219 known 

CVEs. Full pipeline run completes in ~60 min CPU time across 3,096 jobs on a 16-core workstation. This is a a top level WebUI View

REAFFIRM ARCHITECTURE

Orchestration

Web UI

React · WS · chat panel

CLI

fw2 <command>

REST API

/api1/ + OpenAPI

Python SDK

import fw2

upload · run · monitor

cancel · stream logs

Analysis pipeline

Unpack

gt_extract

Binprep

ISA, symbols

Analyzers

Ghidra · ddisasm

re_facts FactDB

Souffle Datalog

parallel analyses

capabilities SBOM + CVE crypto audit rawbin-insight taint

interesting fns BTI types DWARF export hal_gen (agentic) patch

Structured artifact store

Datalog relations · JSON records · protobuf · GTIRB · DWARF

Pipeline attestation
typed · queryable · composable · traceable · 

attested

Query + AI layer

Datalog queries facts.solve(...)

Jupyter notebooks interactive analysis

REST results API GET /api1/results

LLM layer — grounded

project-bounded · air-gapped local LLM

Ollama · vLLM · OpenAI-compatible

AI Summaries

one-shot · 115 cites

project + binary

Agent Chat

investigate · postmortem

triage · tool-calling

HAL-gen

agentic rehosting

discover→gen→validate

every claim → links to → specific analysis findings

Pipeline attestation endpoint

THREE AI SURFACES

Grounded AI Summaries

Discover
binary analysis,

HAL candidates,,
MMIO Classification

Corpus
RAG retrieval

from known HALs

Generate
LLM emits

handler code
(Prompt with context)

Validate
static → boot →
progress (QEMU)

iterate from QEMU diagnostics  ·  budget: 10 iter / handler · 30 min · 100 LLM calls

Tier 0  Static

compile · types · lint

Tier 1  Boot

HALucinator launches · no crash

Tier 2  Progress

basic blocks · milestones

Agentic Rehosting (hal_gen)

Live Q&A over the artifact store

U S E R A S K S

"Which functions handle HTTP auth, and which use unsafe string ops?"

Investigate

Structured write-ups grounded in evidence

U S E R A S K S

"Summarize the security posture of this firmware."

Postmortem

Risk-ranked targets, scored on real evidence

U S E R A S K S

"Which binaries should an attacker target first?"

Triage
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