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RESEARCH QUESTIONS

RQ1: Do humans and LLMs differ in cyber attack

behavior? CORE FINDINGS BIAS COMPARISON
- 1. WEB INTERACTION (SUMMARY)
RQ2: How can we m?easure Sefealidids  Humans: Explore via clicking and navigation Fewer similarities
vulnerabilities: e LLMs: Parse full HTML instantly overall HUMANS STRONGER IN
« How do these differences inform better , , e Sunk cost fallac
RQJ3: —> Leads to different bias exposure .9 ) Y
defenses? "‘ e Framing effects
. o Default Bias
DEFINITIONS 2. TIMING BEHAVIOR Biases often reversed
!.g « Humans: Time pressure affects decisions LT LLMS STRONGER IN
Cyber behavior: any human action or decision made to e LLMs: Faster, automation-driven * Base rqte n.egLect
fulfill a cyber objective * Anchoring (in some
. . , o , —> Timing shapes strategy quality Simil v in:
Cognitive Vulnerability: sub-optimal or irrational behavior Q imilar only in:
based on incorrect beliefs or perceptions « Gambler’s fallacy OPPOSITE BEHAVIORS
3. VARIABILITY * Cognitive load OBSERVED IN
« Humans: High variance in decisions MULTIPLE BIASES
@ HUMAN EXPERIMENT SET UP e LLMs: Lower variance, but still significant
. . =—> Multiple trials required for LLM evaluations Cognitive Vulnerability Humans Agent
C)I/betr ttejtbedtpljoxy. uncllverSI.ty systeT Base Rate Neglect [F10:15 OR (N=32) 6.0 OR (N=7)
¢ Isolated, containerized environmen Law of Small Numbers | 0.27 OR (N=31) 6.0 OR (N=7)
e No external tools or internet 4. FAILURE MODE (LLM INSTAB"-ITY) Gambler’s Fallacy | -0.45 Cd (N=20) | -0.27 Cd (N=14)
Part'C'Pan,tS e "’ L 2 H . Framing Effect | -0.04 Cd (N=47) | Div-0 Cd (N=28)
o Objective * LOSesS conherence Endowment Effect 118 OR (N=58) 0.0 OR (N=28)
o Attack vector e Mixes languages/produces noise Sunk Cost Fallacy | 1.0 OR (N=46) | +Inf OR (N=28)
o Strat . 5 N . Near Miss Effect =144 Cd (N=53) | -5.10 Cd (N=23)
ategy —) Unique “instability” not seen in humans Hot Stove Effect | 0.62 Cd (N=18) NaN Cd (N=0)
. Anchoring Bias | -0.34 Cd (N=54) 0 Cd (N=28)
Actions & Timing & uccess Default Distinctiveness Effect | -0.79 Cd (N=19) 0 Cd (N=1)
Q decision points effort ! outcomes CONCLUSION Mere Exposure Effect | -0.49 Cd (N=13) 0 Cd (N=1)
Testbed Architecture \/ Future work should study human and LLM attackers separately,
) (3= | B (E= since they differ in important ways. LLM EXPERIMENT SET UP
L[ webapp 192.168.2.21 @\E] me::ay‘1(’..l.‘;.2.4 e (] ra::mt;.{ﬁl.s
o e o E e rerzs | | B e oozt | | B8 e Human cognitive vulnerabilities vary with culture, training, and O\ SIEE B S
S 00 woaror2s 00 gasso 015 \/ personality; similar variation should be examined in Al models. a >
[;'D:;?f:?z:r;;;z:z‘z } 30 wyroras O sworomes 10747 U _
I postares 192.168.3.20 L[] bousquet 10.1.2.10 I cs101-students 10.1.4.2 . .
Demvioyees 102168321 ) | 0 veven 101211 )| 00 estorgading 0143 ((EFbrockturet 0101 LLM bots shouldn’t be used as direct stand-ins for human . _I;
8 e [EH;:Ei;d‘?:*g‘1-*110} attackers in red-teaming, because their thinking differs in 28 Trials per SSH access to rommand-Lne
030 nespg 10115 Hampshire University ¢ S, \/ . 9, 9 objective testbed container interface to task
(g)?gicﬁro Testbed Architecture 2 - measurable ways. tracker
o meni 10 e ue® Same isolated environment and objectives as the human study
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