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CYBER HARDENING SERVICES

Secure Your Systems in Today’s Connected World
The cyber world is evolving rapidly. New threats are discovered every day and
your existing systems are likely vulnerable against them. Fixing these threats is
expensive in time and money as it involves going back and making changes to
the software, re-testing and then re-delivering. This is not an option as the
lead-time is too great, the original source code or build environment is not
available, or because of a myriad of other reasons.
GrammaTech Cyber Hardening Services change the game and allow you to fix
cyber security vulnerabilities directly in the binary executable for your systems
without having to go back to source code.
GrammaTech’s Cyber Hardening has been proven to protect from both common
programming errors as well as control flow hijacking attacks.
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Overview

Cyber Grand Challenge
GrammaTech’s Cyber Hardening
Services were demonstrated in the
DARPA Cyber Grand Challenge, a
machine against machine hacking
competition. GrammaTech took
away the second price in this
competition and had the highest
defensive score.

Real-World Example:
Do you have a deployed system with
OpenSSL version 1.0.1 prior to
1.0.1g? If so, your system is likely
vulnerable to the Heartbleed bug
(CVE-2014-0160). GrammaTech’s
Cyber Hardening Services can secure
your system against Heartbleed
without making any changes to your
software’s source code.

There is no one-size-fits-all approach to security. We work with you to understand your
system or application, your security approach and your risk profile and will then suggest a
set of technologies to improve your security posture.
We license these technologies to you and help you implement them into your system. Our
team works with yours to customize a plan for your situation around three main areas of
expertise:
1. Analysis of applications to find vulnerabilities and assess their exploitability.
2. Application hardening, which aims to prevent a software problem from being exploitable.
3. Monitoring and reasoning, which aims to detect errant behavior triggered by an exploit.

Applicability
GrammaTech’s Cyber Hardening Services are targeted towards applications where security
is critical. Either existing applications that need to be re-targeted to a new, more
connected use case, such as in the Internet of Things. Or new applications that need to be
made resilient to unknown future attacks. These applications can be either in an IT, or in
an embedded setting. The latter typically being the more challenging one due to stringent
requirements around size, weight and power restrictions.
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Analyze
The application can be assessed for cyber vulnerabilities through technologies like
fuzzing together with symbolic execution and error amplification. The goal is to
find inputs that trigger vulnerabilities that make the application misbehave and
then assess how exploitable these vulnerabilities are.
Use Case:
A security-critical application needs to be deployed in a network-exposed
environment. The team needs as much information as possible about the exploitability
of the application to understand what counter measures they should take. The
analysis phase will provide an assessment of the vulnerability of the application and
will indicate whether additional measures should be taken.

Harden

Common Programming Errors
Cyber hardened binaries are protected
against many existing vulnerabilities
and are future proofed against future
attacks by fixing common
programming problems like the
following:
- CWE-120 :: Buffer Copy without Checking Size of Input
- CWE-121 :: Stack-based Buffer Overflow
- CWE-122 :: Heap-based Buffer Overflow
- CWE-124 :: Buffer Underwrite ('Buffer Underflow')
- CWE-126 :: Buffer Over-read
- CWE-127 :: Buffer Under-read
- CWE-129 :: Improper Validation of Array Index

Cyber hardening covers several techniques to harden a software application by
transforming the binary. Transformation is done off-line and can protect an
application during run-time against known and unknown vulnerabilities.

- CWE-134 :: Uncontrolled Format String

Several different suites of transformations exist that can focus on properties such
as validating memory integrity or control flow integrity. Validation can be
customized for domain specific requirements or invariants and can turn a
vulnerability in a no-op, ignore a stop execution, or validation can call into error
handlers or an error handling framework to report a violation and continue execution.

- CWE-416 :: Use After Free

Transformation can also diversify an application such that a single attack can not be
used to breach all instances of a device.

- CWE-762 :: Mismatched Memory Management

- CWE-170 :: Improper Null Termination
- CWE-415 :: Double Free
- CWE-457 :: Use of Uninitialized Variable
- CWE-590 :: Free of Memory not on the Heap
- CWE-665 :: Improper Initialization
- CWE-761 :: Free of Pointer not at Start of Buffer
- CWE-805 :: Buffer Access with Incorrect Length Value
- CWE-806 :: Buffer Access Using Size of Source Buffer

Use Case:
An existing application that has been in use for a certain amount of time in a
disconnected environment is being re-deployed in a network-connected scenario. The
application was not developed as a hardened application and may have vulnerabilities,
especially around buffer overruns. Fixing these problems in the source code of the
application is considered risky as many of the original authors are no longer available.
The application may also be vulnerable to Heartbleed.

Reason
This technology area relates to reasoning about the state of the system as a
whole by observing the behavior of the system against a model that expresses
expected and unexpected behavior. System reasoning can detect against more
than just software vulnerabilities caused by programming problems, it can also
protect against user triggered exploits due to phishing or Trojans.
A warning detected by the system reasoning component can either be used to
interfere with the system and stop applications or network connections, or it can
be used to feed back into a larger event handling system such as a Security
Information and Event Management (SIEM) system.

- CWE-824 :: Access of Uninitialized Pointer
- CWE-908 :: Use of Uninitialized Resource

System Requirements
Supported languages
 C
 C++
 ADA
Supported platforms
 Linux
 Others on Request
Machine requirements
 Intel X86 32 or 64 bit
 ARMv7

Use Case:
A system manages a secure data store with secret information that only users with
the right security level can access. Users should not take information from the data
store and copy it into a file, or send it out over the network. While these actions can
be protected from the HMI, a malicious actor may be able to inject new software into
the system that can copy the information from the data store.
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About GrammaTech

GrammaTech’s tools are used by software developers worldwide, spanning a myriad of embedded software industries including
avionics, government, medical, military, industrial control, and other applications where reliability and security are paramount. With
both static and dynamic analysis tools that analyze source code as well as binary executables, GrammaTech continues to advance the
science of superior software analysis, providing technology for developers to produce safer software.
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