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CodeSurfer Technology Overview

Dependence Graphs and
Program Slicing

I ntroduction

CodeSurfer, GrammaTech’s program anaysis, understanding, and inspection system for ANSI C, is based on system
dependencegraphs afundamental intermediate structure for representing programs. Slicing isa particular application of
dependence graphs. Together they have cometo be widely recognized as a centrally important technology in software
engineering, with applicationsin program understanding, maintenance, debugging, testing, differencing, speciaization,
reuse, optimization, parall€elization, and anomaly detection. Because they operate on the deep structurein programsrather
than surface structures, they enable much more sophisticated and useful analysis capabilitiesthan conventional tools.
GrammaT ech’ simplementation of componentsfor program dependence graphs and slicing is probably the most advanced
in existence.

Thisoverview is structured as follows:

= Background and Terminology explainsthe basic concepts.

= Component Architecture summarizes GrammaT ech’ s packaging of dependence graph and dlicing technology, and
illustrates the high-level architecture of atypical end-user application built with GrammaTech’s components.

*=  Program Understanding Tool Walkthrough demonstrates CodeSurfer, atool built from the components.

= Applications describes how dependence graphs and slicing can be used to help solve awide range of software
engineering problems.

= Component Details gives further implementation details.
Background and T er minology

Slicingand Chopping. A backward dlice consists of all program pointsthat affect a given point in the program. For
example, the backward slice shown in Figure 1 indicates exactly which statementsinfluence the output of variablei. A
forward dice consists of al program pointsthat are affected by a given point in the program. For example, the forward
dlice shown in Figure 2 indicates exactly which statements are influenced by the initialization of variable sum

voi d main() voi d mai n()
int i =1, int i =1,
int sum= 0; int sum = 0;
while (i<11) { while (i<11) {
sum = add(sum i); sum = add(sum i);
i = add(i, 1); i = add(i, 1);
} }
printf("sum= %\n", sum; printf("sum= %\n", sunj;
printf("i = %\n", i); printf("i = 9%\n", i);
} }
static int add(int a, int b) static int add(int a, int b)
return(a+b); return(a+b);
} }
Figurel. Backward dicefrom Figure2. Forward dicefrom sum = 0;
printf("i = %\n", i);

A chop [5, 6] consists of all program points affected between one point (the chop source) and another (the chop target).
For example, the chop between theinitialization of variable sumand the output of variablei isempty, reflecting the fact
that thereis no information flow between the source and target.
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Dependence Graphs. The system dependence graph (SDG) representation of aprogramisillustrated in Figure 3[2]. An
SDG isacaollection of procedure dependence graphs (PDGs) [3, 4], one for each procedure.

legend

control
data

Figure 3. The sample program and its system dependence graph.

The vertices of aPDG represent theindividual statements and predicates of the procedure. A call statement is represented
by acall vertex and a collection of actual-in and actual-out vertices: thereis an actual-in vertex for each actual parameter,
and thereisan actual-out vertex for each actual parameter that might be modified during the call. Similarly, procedure
entry is represented by an entry vertex and a collection of formal-in and formal-out vertices. If a procedure referencesa
global variable, it istreated asa“hidden” input parameter, and thus gives rise to additional actual-in and formal-in
vertices. Similarly, if aprocedure assignsto aglobal variable, it istreated asa“hidden” output parameter, and thus gives
riseto additional actual-out and formal-out vertices. Each PDG & so contains verticesfor itslocal -variable and parameter
declarations (not illustrated in Figure 3).

The edges of aPDG represent the control and data dependences among the procedure’ s statements and predicates. A
vertex iscontrol dependent on apredicate (shown in blue) if the predicate controls whether or not the vertex will be
executed. An entry vertex istreated as a pseudo-predicate. A vertex isdata dependent on an assignment (shown in green)
if the value assigned can be referenced in the vertex. There is adependence edge from each declaration vertex to each of
itsdefinitions and uses (not illustrated in Figure 3).

The PDGs are connected together to form the SDG by call edges (which represent procedure calls, and run from acall
vertex to an entry vertex) and by parameter-in and parameter-out edges (which represent parameter passing and return
values, and which run from an actual-in vertex to the corresponding formal-in vertex, and from aformal-out vertex to all
corresponding actual-out vertices, respectively).

Implementing Slicing and Chopping. Slices and chops are efficiently computable by reachability analysisin the
program’s SDG. For example, the backwards dicefromthepri nt f ("i =%\ n", i) ; statementinFigurel, which
contains all computationsthat affect the value printed, can be computed by traversing edges backwardsin the SDG from
the print i node.

Some dlicing algorithms are precisein the sense that they track dependencestransmitted through the program only along
pathsthat reflect the fact that when a procedure call finishes, control returnsto the site of the most recently invoked call.
Other agorithms are imprecise in that they safely, but pessimistically, track dependences along pathsthat enter a
procedure at one call site, but return to adifferent call site. Precise algorithms are preferable because they return smaller
dlices. For example, the precise backward dicefromthepri nt f (" i =%\ n", i) ; statement in Figure 1 does not
include the statementsumradd( sum 1) ; eventhoughit isreachable by traversing edges backwardsfrom theprint i
node. Preciseinterprocedural slicing and chopping isone of the distinctive innovations of GrammaT ech’ stechnology.



Dependence Graphsand Program Sicing CodeSurfer Technology Overview

Program Specialization. Slicing alows oneto isolate separate “ program threads’ -- semantically meaningful
decompositions of programs -- where the “threads’ consist of elementsthat are not necessarily contiguous. For example,
Figure 4 shows ascaled down version of the UNIX word-count utility we. It scans afile, countsthe number of linesand
charactersin thefile, and printstheresults. Thefirst sliceiswith respect to the statement that prints the number of
charactersin thefile. The second slice iswith respect to the statement that printsthe number of linesin thefile. The results
are, respectively, aprogram that counts characters and ignores the number of lines, and aprogram that countslinesand
otherwise ignores the number of characters.

Original program Count charactersonly Count lines only
void line_char_count (FILE *f) { void char_count (FILE *f) { voidline_count(FILE *f) {
int lines=0; atHnRes=0; int lines=0;
int chars; int chars, Ht-chars:
BOOL eof_flag = FALSE; BOOL eof_flag = FALSE; BOOL eof_flag = FALSE;
intn; intn; A
extern void scan_line(FILE *f, extern void scan_line(FILE *f, extern void scan_line2(FILE *f,
BOOL *bp, BOOL *bp, BOOL * bp;
int*ip); int*ip); HtEip);
scan_line(f, & eof_flag, &n); scan_line(f, & eof_flag, &n); scan_lineXf, &eof flag-&r);
chars=n; chars=n; chars—n;
while (eof_flag == FALSE) { while (eof_flag == FALSE) { while (eof_flag == FALSE) {
lines=lines+1; Hres=Hnres+1: lines=lines+1;
scan_line(f, &eof_flag, &n); scan_line(f, &eof _flag, &n); scan_line2(f, & eof _flag-&#);
chars=chars+n; chars=chars+n; ehars—chars++;
} }
printf(*lines = %d\n”, lines); prirtHres—=96eh"Hhesy: printf(“ lines= %d\n" , lines);
printf(“chars = %d\n”, chars); printf(* chars= %d\n” , chars); A = - :
} } }

Figure4. A scaled-down version of the UNIX word count utility and two of itsdlices. In each dlice, the starting
point is shown initalics, and the strikethrough regionsindicate which program elements are to be removed from
theoriginal program. Itemsin boldface indicate where new names have been introduced.

Component Architecture

GrammalT ech’ s dependence-graph and slicing technology isimplemented as a collection of ANSI C components
organized into the following modules:

Front Ends

SDG Builder

Analysis Engine/Slicer
Transformation Engine
Scripting Languages
GUI

The dataflow between these modulesin atypical end-user tool is shown in Figure 5.

Figure5. Thearchitecture of the component toolkit

Front ends for multiple languages (FEi) emit acommon preliminary intermediate representation (Pre-IR) designed to
require minimal analysisto produce. The Pre-IR includes abstract syntax trees (ASTs), control flow graphs (CFGs),

and symbol table information.

The Builder performs extensive static analyses to produce the common intermediate representation (IR), which
extendsthe Pre-IR with dependence graphs, i.e., the SDG.

The Query Engine providesan API to the IR and a collection of built-in primitive analyses (e.g., dicing) that are
efficiently implemented by computation over the IR. The APl islifted as an abstract data type to scripting-language
interpreters (SLi).

The Transformation Engine supports generation of new codefrom old.
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Clientswrite scripts to perform complex analyses on the IR in terms of the API and primitive analyses supported by
the Query Engine and the Transformation Engine.

One particular script written in STK (Scheme with Tk widgets) implements an optional GUI.

CodeSurfer, aprogram understanding tool for ANSI C built with GrammaTech’ s dependence graph and slicing
components, whichisillustrated in the next section, hasthe architectureillustrated in Figure 5.

Program Under standing Tool Walkthrough

This section demos CodeSurfer, GrammaTech’ s program understanding tool [7]. A project is built by invoking make on
the program’ s standardM akefile, with CC redefined to invoke CodeSurfer rather than the C compiler. This generates the
CFGsfor each sourcefile, and the SDG for the project.

Figure 6 shows CodeSurfer’ s project viewer, which liststhe £, Project compress [_[OIx]
source files, globals and statics, and include files of the project. Project Queries Go  Window Help
This particular project, which is one of the SPEC95 benchmarks SR =

. ; ' , ) : . + 58 &3
containstwo files. Theareajust below the menu bar displays |E ) OX2tIESEE - |
information about the current status of the project. In thefigure, compress35. o
the status areaindicates that the SDG is up to date for this gal'”l‘f?s-c, .
project, and that no operation has been invoked or isbeing séni ::rz':hleess
displayed. Al include files
Clicking on one of the [+] iconsrevea sthelist of functions o o 4
contained in the file, anddouble-clicking on one of the function :
names opens afile viewer on thefile. |Build current; Query:Nane

Figure6. CodeSurfer’sproject viewer

Figure 7 shows afile viewer after double-clicking on functiondeconpr ess. Text initalic indicates preprocessed
areas. regions of text that do not correspond to nodesin the SDG (comments, #-directives, and excluded conditionally
compiled code) and areas whose correspondence to the SDG is not direct (macro expansions).

£,compress95.c [_ O] x|
File Edit Queries Functions Go ‘Window Help

e 0AX 1T 52 LHe |

5
S
* Decompress stdin to stdout. This routine adapts to the codes in the
# file building the "string™ table op-the-flv: regquiring ho table to
# he stored in the compressed file. The tabhles used herein dre sharvecd
* with those of the compress() routine., See the definitions ahove.
et
decompress () {
register char type *stackp:
register int Einchar; =

register code int code, oldeode, incode;

S
* Az ghove, initialize the first 256 entries in the table.
S
maxcode = MAXCDDE(q_bits Rl R SRl
for ([ code = 255; code >= 0; code—- | { :J
4] I_'l

Figure7. CodeSurfer’ sfileviewer.
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The user can select any text in the file and invoke commands to do forward slicing, backward slicing, chopping, or the
display of immediate dependence successors or predecessors. The slice points must correspond to nodesin the SDG.

If the user selectstext that does not intersect with any PDG nodes, then awarning isissued. In generd, text is
displayed in adistinctive stylefor each property that holds at that point.

For example, say the user selectsfunctionmai n and
does aforward slice. Thiswill color every reachable

statement in the system red. Figure 8 shows how some query-results

properties are displayed. Underlinesindicate the query e i

point (i.e., the point at which the slice wasiinitiated) and chop-sources

red indicates the query resuits (i.e., the pointsin the gﬂi;—f‘;—;i;i:

dluﬂ' C Preprocessor Display

Figure8. Color coding of text properties.

Figure 9 showsthe project window after doing thisslice. The status area has been updated to show the kind of
operation being displayed, and the number of verticesinthe PDG selected by that operation. Evidently, six functions
(shown in black) are unreachable. Thered bars at the right are explained below in connection with Figure 10.

%, Project compress H=E
Project Queries Go  ‘Window Help

HBeO0X13T 5 SESmHeE |

B compress35.c —
Include files
File static variables
File scope initialization

|
Spec select action |

»

Cowpress
output
decompress
getcode
rindex
onintr
oops
cl block
=l hash
prratio
version
gethyte
puthyte
readbytes
writebytes
Bl hatmess.c
Include files

File scope initialization I

HEHNEREHEEEHEEHEEEEER

add line

fill text huffer
print buffer
getranchar

ranz

ran

HEHEEHEE

compare buffer
main
System wide initialization
Global wariables
Static variables e
All include files
el

4] {3
IEluiIcI current; Query:Forward slice: 1795 points
Figure9. Siceresultsdisplayed in the project viewer.
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Double clicking functionr an opensafileviewer onfilehar ness. ¢ and scrollsto the definition of r an.

£ harness.c [ O] x]
File Edit CQueres Functions Go MWindow Help
HespAXtTs2FlHes |
return [ (char)mid) ; j_
H free
return [ (char) low) ; ;
¥ =
double ranz () =
{ =
seedi=((314157%3eedi) +19) sOXELEELE;
return ( (double) seedi/ (double)Oxffffff) ; =
i 2
double rani) i
A% Bee "Random Number Generdtors! Good Ones Are Hard To Find®™, */ ]
S Park & Miller, CACM 3F1#10 October 15983 pages 1192-1201. %/ ]
f**’é’é*******************************************************; JE
A% THIS IMPLEMENTATION REQUIRES AT LEAST 32 BIT INTEGERS ! =/
f**’é’é*******************************************************;
#define A MULTIPLIER 16807L =
Hoefine M MoDULUS 2147483647 % (2%%31)-1 =/ =
#define 9 QUOTIENT 127773L A% 2147483647 F 16807 =/ i
Hdefine _E REMATNDER 28365 F*E 2147483647 £ 16507 #/ u
{ | |
long lo; J_
4| v

Figure10. Siceresultsdisplayedinthefileviewer.

Program elementsthat arein the dice result are shown in red. Thetick marksin the summary bar on theright indicate
where diceresults arelocated in thefile. Thelength of the summary bar represents the length of thefile. A tick mark half
way down the summary bar indicates adlice result half way through thefile. Large empty spacesin the summary bar
indicate either dead code, comments, code conditionally compiled out, or commented out code. For example, thefirst part
of functionr an isnot red because it does not correspond to any verticesin the SDG. The next part of functionr an isnot

red because it is not reachable from nmai n.

Figures 12 through 16 illustrate the utility of backward slicing. The user has sel ected the loop test code>=0 in function
deconpr ess and invoked the backward-dlice operation. Theloop test is data dependent on the two statements that can
assignthevalue of code beingtested: code=255 andcode- - . Theloop test is also control dependent on the entry to
proceduredeconpr ess: unlessdeconpr ess getscalled, the test will not be executed.
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4,compress95.c

Figure12. Surfing the backward slice fromwithin functiondeconpr ess.

Clicking on the tick marks earlier in the file scrolls to other program pointsin the slice. Alternatively, adependence link
can be selected from apop up or property sheet and you can surf there. Figure 13 shows the part of the file that includes
the call to functiondeconpr ess, whichiscontained in the el se-branch of aconditiona statement that testsvariable

do_deconp. It aso showsthatdo_deconp getsitsvauefrom acti on..
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£, compress95.c =] E3
File Edit Queries Functions Go SWindow Help
Hap DAX1+TEC '
OutBuff [unsigned char *)to buf:
do decomp = action:
if (do decomp == 0] {

5 compress () :
| #ifdef DEBUG

| i1f{rerbose) dump tab(].s
|#enair /* DEBUG =/
| t else { o
A% Check the magic number */° o
if (nomagic == 0] ==
if ((getbhbyte() !'= (mwagic header[0] & OxFF))
|| (gethyte() !'= (magic_header[1l] & OxFF))) {
fprintf (stderr, "stdin: not in compressed formatin™):
exit(1):
i
maxbits = gethyte () : F% set -b from file #/

block compress = maxbits & BLOCK MASK;
maxbits &= BIT MASH: 4
maxmaxcode = 1_<< maxhits;
fsize = 100000; A% assume stdin large for USERMEM
if (maxbits > BITS5) {
frrintf (stderr,
"stdin: compressed with 3d bhits, can only handle 2
maxbits, BITS):
exit(1):

| #ifndef DEBUG

decompress (] ;

|#else :J

1] 1 s
Figure 13. Surfing the backward slice fromwithin functiondeconpr ess, continued.

Selecting adependence link from apop up atdo_deconp=act i on; navigatesto the placewhereact i on getsits
value. Thisisthe header of functionspec_sel ect _act i on, whereformal parameter act i on isdeclared, as
illustrated in Figure 14.

£,compress95.c M=l K
File Edit Cueries Functions Go ‘Window Help

* Changed from main to spec select action, :—]
= Jeff Reilly - 1/16/535 SPEC
4 =

fSpec_select_action[char* from buf, int from count, int action, char® to kuf) =
|
| char *cp, *rindex(), *malloci():

struct stat stathuf; _'_]

- |
Figure14. Surfing the backward dlice fromwithin functiondeconpr ess, continued.

And yet again selecting one of the dependence links from the pop up at the definition of function
spec_sel ect _acti on navigatestoitscaller(s), asillustrated in Figure 15. Actua parameter oper , corresponding to
formal parameter act i on, isinthedlice, asarethe definitions of oper .
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A.harness c

Figure 15. Surfing the backward dice fromwithin functiondeconpr ess, continued.

Figure 15 shows one of the approximations made by dicing: both callstospec_sel ect _acti on areinthedliceeven
though only the second can result in acall todeconpr ess. However, discovering this would require constant
propagation along paths, something slicing doesnot do.



Dependence Graphsand Program Sicing CodeSurfer Technology Overview

Finally, Figure 16 showsthe same dlicein the project viewer.

%, Project compress

[+ [H

decompress

[H & [H

HEHHBEEGBEGBEGEMEIME

[+

Build current; Query:Backward slice: 30 paints

Figure16. Backward dlice shown in project viewer.
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Applications

Slicing isabroadly applicable static program-analysis technique. Applications of dicing include program understanding,
debugging, testing, parallelization, re-engineering, maintenance, etc. Here are some examples of how dlicing helpswith
these tasks:

Program Under standing. Slicing can be used to help engineers understand code. For example, abackward slice
from apoint in the program identifies all parts of the code that contribute to that point. A forward siceidentifiesal
parts of the code that can be affected by the modification to the code at the slice point.

Program Restructuring. Slicing isolates “ computational threads’, which helpsin identifying logical components.
For example, the slicesin the program in Figure 4 identify the threads that compute the number of characters and
linesindependently. The threads can be extracted and either replaced or used to create new programs.

Program Differencing. Slices can be compared to identify semantic changes, not just textual or syntactic differences.

Tesgting (and Retesting). Suppose a proposed program modification only changesthe value of variablev at program
point p. If the forward dice with respect tov and p isdigjoint from the coverage of regression test t, then testt does
not have to bererun. Suppose a coverage tool revealsthat ause of variable v at program pointp has not been tested.
Wheat input datais required in order to cover p? The answer liesin the backward slice of v with respect top.

Program Specialization and Reuse. Executable slices can be thought of specialized programs. Slices can be used to
make code reuse more efficient. Instead of reusing an entire package, aslice can be used to identify only those parts
that are really needed.

Safety/Security Validation. Sicing and chopping support software inspectionsfor validation of safety-critical and
security-critical software. Asillustrated below in Figure 17, the chop from a high-security input to alow-security
output revealsimproper information flows from high to low.

The dependence-graph representation of programs can be used in many other software-engineering and software-
engineering applications

Anomaly detection. The dependence graphs can be used to aid discovery of suspect code, e.g., possible uses of
uninitialized variables, dereferencing of null pointers, dead code, etc.

Feature extraction. Implementations of different program features are often interwoven. Set-theoretic operationson
program slices can be used to identify codethat is unique to agiven feature.

Design and ar chitecturerecovery. The structure of complex systems can be discovered by analysis (e.g., graph
reduction) of control and flow dependences.

Clichérecognition. Uses of agiven programming cliché can beidentified by pattern matching in the dependence
graph. Such uses of clichés are candidatesfor replacement by applications of acommon abstraction.

Optimization. Slicing aclasslibrary from the client’ s uses can eliminate both dead code and dead instance variables,
leading to reduced program footprints.

Automatic differentiation. Automatic differentiation systemstransform aprogram that computes a numerical
function, say F(X), into a related programthat computes the derivative, F'(x). Slicing can be used to generate more
efficient derivative-computing programs.
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£.informationflow.c
File Edit CQueries Functions Go MWindow Help
Besp 0 AX 1T E S SEes |

A% 1. No flow from high channel to low channel. */ j

hi = read high{); s

lo = read lowi]j:

write highifl{hi)}):

write low(fi(lo)]):

write high(f3(loj]: -

write low(cache]; i

A% 2. Flow from high channel to low ckannel =
vid data dependence. =/

hi = read high():

lo = read lowi]: n

1o = f4(la); '

hi = £5(hi);

lo = f6ihi):

write high(hi);

write low(lo]:

F% 3, Flow from high channel to low chkannel ;
vigd control dependence. */ -

hi = read high): -

lo = 0; s

if (hi){ it
write highil): _Im
Teieenlts
write high(1]: L

} |

write lowilo): =

A% 4. Flow from high channel to low channel | |
via global wariable. */

savelread high()): :

write lowj(cache]: j

4 I_'l

Figure17. A chop between a high-security input (the return value of
procedurer ead_hi gh) and alow-security output (the parameter to
procedurewr i t e_| ow) revealsthe possible information flows.

Component Details
This section describes the dependence graph and slicing componentsis slightly greater detail.
The ANSI C front end consists of

A customized C preprocessor that maintai ns accurate source references.

A parser that outputsthe AST.

A control-flow analyzer that outputs the CFG, with each node annotated with def, use, and possible-kill sets. Thisis
aninitial approximation without pointer analysis.

Filesthat relate itemsin the various derived program representations to | ocationsin the source code (not shownin
Figure5).

The SDG builder produces the PDGsfor the procedures and the SDG for the program in the following phases:

Buildsaninitia approximation of the call graph (without indirect-procedure-call analysis).
Performs global variable analysis, again without pointer analysis.
Doesindirect-procedure-call analysis. This expands each site of an indirect procedure call to aset of possiblecalls.

Does pointer analysis. Thisis used to augment the def, use, and possible-kill sets of each CFG node, aswell asthe
global-variable modification and use setsfor each procedure.

Constructs the PDG by doing control-dependence and flow-dependence analysis
Optionally compressesthe PDG so that each strongly connected region isrepresented by one node.

12
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=  Bringstogether the PDGs and the call graph to form the SDG.

= Computes summary edgesfor procedures that describe dependences between the inputs and the outputs of each
procedure.

= Outputsthe PDG for each file (with summary edges), an SDG file that indexes the PDG files, and a map from PDG
nodesto source-text references.

The Analysis Engine/Slicer providesthefollowing services:

= Forward and backward slicing from aset of starting points.

= Chopping between set of sourcesand aset of targets.

The User Interface provides:
= Browsing of projectsand project files, with dices and chops highlighted in multiple views.
= Hypertext navigation through the dependence graphs, slices and chops.
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